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Attack Trends: Who, What, Huh? 

• Attacker and attack 

typing 

• Attack history 

• RSA, Stuxnet, TJX … 

• Recent attacks in the 

news 

• CC breaches 

• More DDoS 

 

• Example Scenarios:  

• BHEK2 crimeware 

• Shanghai (APT1) 

 

• Data Sources 

• SANS ISC, US CERT 

• Collected breach reports 

• Case studies 

• Researcher blogs 

• Journalists 
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Attacker typing 

• Amateurs 

• Script Kiddies 

• Hacktivists 

• Industrial crime 

• Insiders 

• Government agents 

 

• Motivation and 

Sophistication vary 

 

• Anonymous ? 

 

• Combos … 

 

• and False Flag 
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Attack typing: attacks & exploitation 

Attack: Deny, Degrade 

• Worms 

• Melissa, ILY  

 

• Network attacks 

• Smurf 

• Flood DoS 

 

• Server side 
• CodeRed, Slammers 

• Web apps: SQLi dumps 

 

 

Exploitation: Control 

• Trojan -> Botnet zombie 
• Zeus 

• BHEK 

 

• Added a user to your CMS 
• With XSS, SQLi 

• And your netsec console 

 

• Crack in, set up shop 
• Sabotage? 

• Exfil? 

• Profit ?! 
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ATTACK HISTORY 

 
Some “highlights” of famous attacks 
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RSA SecureID 
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RSA SecureID: secret seeds taken 
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• Multiple phish sent: Eventually a user opened an Excel file 
• Email and attachment said it was about their compensation 

• Embedded Flash file in XLSX with exploit 

 

• Up and down: 
• Attackers sniffed credentials and then moved laterally  

• To their objective on protected network 

• With the required stolen credentials to get there 

 

• Relayed the secret data back out to the network perimeter 
• FTP’d it out to a drop site on public Internet 

 

• Allegedly same attacker then used seed data in attacks  
• on defense contractors the following month 

• Neutralizing their 2F 
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Stuxnet: Stuxnet and friends 

• Bypassed air gap 
• With USB sticks 

 

• Multiple zero days 

 

• Valid signatures 

 

• Selective execution 

 

• Sabotaged centrifuges 

Kaspersky Labs says: 

• Stuxnet 

• Flame 

• Gauss 

• Magic 

• Infostealer? 

are all related 

 

• OLYMPIC GAMES 
• Alleged: US/Israeli op 

• unconfirmed  
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TJX 
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TJX 
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• Weak Wifi used in thousands of stores 

 

• Backend VPN with no network separation 

 

• Plaintext protocols, password reuse 

 

• No sensors, no alerts ... Went on for years 

 

• Millions of plaintext credit cards  

• copied from internal servers and exfil’d 

• Sold on open black market 



CURRENT EVENTS 

 
More recently reported… 
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Holiday 2013 Retailer Breaches 

• Target 

• Fireye alerted. 

• In via HVAC contractor? 

• Neiman Marcus 

• Sally Beauty 

 

• Millions of cards 

implicated, reissued 

• POS system resident  

• RAM scraping malware 

• Like Dexter (hit B&N) 

 

• PCI Compliant? 

 

• Target and Trustwave 

sued. 
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DDoS Extortion enhancements 

• 20 Gbps  100 Gbps  ??    

• NTP latest 

• DNS still popular 

• Amplification X Reflection 

•  = huge floods 

• Arbor WSIR 2014:  

•  “Welcome to the hockey stick age”  
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EXAMPLE SCENARIOS 
Non-fiction, unfortunately 
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Crimeware example: BHEK 

• Web hosted 
• Crime aaS ? Yep 

• Links in spam/phish mail 

• Multiple client side 
attacks 
• Evaluates clients with JS 

• Creates a PDF/Flash file  

• Sophisticated 
• Obfuscation 

• Anti-forensics 

• Payload generation  
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Partial decode from Malware 

Must Die blog Sept 2012 



APT1: Mandiant’s report & fallout 

• Phish, sploit, exfil 
• Works on hundred of 

companies 

• Gmail phishing poles (in 
the video) 

• M released 1000s of IoC 
format indicators 
• Many other researchers 

were tracking this group. 

• Attackers immediately 
updated TTP 

• Most APT1 indicators 
useless within months of 
report publication 
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APT1: Attribution Controversy 

• Jeffrey Carr ( Feb 2013 ) “Mandiant APT1 Report 

Has Critical Analytic Flaws” 

 

• Argument recently broke out again Mar 2014 on 

DailyDave list, quickly got personal … ouch 

 

• Mandiant says USGOV sources confirm their 

attribution. 

• Data they publically released … doesn’t.  
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DATA SOURCES 
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Data Sources 

• SANS ISC, US CERT 

• Collective breach 

reports 

• Verizon DBIR 

• Ponemon 

• Case studies 

• RSA 

• Fireye 

 

• Researcher blogs 

• Contagio 

• Malware Must Die 

• Kafeine 

• Journalists 

• Krebs 

• Corp blogs & WP: 

• Sophos 

• Arbor 
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 AND: Buy or build an Threat intelligence (TI) capability! 



Questions? 

Ask away now or later: 

 

adric@adric.net 

@adricnet 

 

My site:  

 http://adric.net 
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mailto:adric@adric.net
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